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DETAILED ACTION 



1. Claims 1-33 have been re-examined and are the rejected under 35 
U.S.C. 102(e). 

2. Claims 1, 12, and 23 are rejected under 35 U.S.C. 112, paragraph. 



The following is a quotation of the first paragraph of 35 L/.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and 
process of making and using it, in such full, clear, concise, and exact terms as to enable any 
person skilled in the art to which it pertains, or with which it is most nearly connected, to 
make and use the same and shall set forth the best mode contemplated by the inventor of 
carrying out his invention. 

3. Claims 1-33 are rejected under 35 U.S.C. 112, first paragraph, as 
failing to comply with the written description requirement. The claim(s) 
contains subject matter which was not described in the specification in 
such a way as to reasonably convey to one skilled in the relevant art that 
the inventor(s), at the time the application was filed, had possession of 
the claimed invention. 

Claims 1,12, and 23 states the "set of information is not available within 
the system" wherein if Applicant meant the information is completely and/ or 
permanently removed or deleted from the system making the set of information 
unavailable within the system constitutes new subject material. Specification, 
on page 10, discusses purging the set of information wherein making the 
information unrenderable to the user. Specification states that "it is not 
necessary to delete an information set from a system in order to purge it" (lines 



Claim Rejections - 35 USC § 112 



Application/ Control Number: 09/501,332 Page 3 

Art Unit: 2135 

11-13) and also states "that it is effectively purged from the system even if it 
remains physically within the system" (lines 15-16). Hence, the information 
sets are still within the system but just unrenderable to the user. Therefore, 
the "information is not available within the system*' is considered newly added 
matter that was neither discussed previously nor originally discloses in the 
specification. 



Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the requirements of paragraphs (1), 
(2), and (4) of section 371(c) of this title before the invention thereof by the applicant for 
patent. 

The changes made to 35 C7.S.C. 102(e) by the American Inventors Protection Act of 
1 999 (AIPA) and the Intellectual Property and High Technology Technical Amendments 
Act of 2002 do not apply when the reference is a U.S. patent resulting directly or 
indirectly from an international application filed before November 29, 2000. Therefore, 
the prior art date of the reference is determined under 35 U. S. C. 1 02(e) prior to the 
amendment by the AIPA (pre-AIPA 35 U.S.C. 102(e)). 

3. Claims 1-33 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Boneh, Bt Al. (US 6,134,660). 
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As per claim 1: 

Boneh, Et Al. teaches a method for managing information retention 
system (coL5, lines 63-67) wherein includes a central file server 102 having a 
number of files of electronic information and encrypts the key file before the 
key file is transferred to the backup system (col.4, lines 17-21). 

Boneh discloses the server system receiving a set of information and 
associating one or more keys with the set of information wherein encrypting the 
set of information using one or more keys (col.4, lines 53-55). Boneh discusses 
the set of information is encrypted and storing it in the information system in 
the form of a backup system (coL4, lines 50-53) and the backup system 
provides persistent storage for only encrypted information wherein it is 
inherent the backup system only stores the encrypted information since the 
information needed to be encrypted before transferring the file to the backup 
system (col.4, lines 38-42). Hence, the unencrypted set of information is not 
persistently stored in the backup system. 

In addition, Boneh discloses purging the set of information from the 
system by deleting the key once the key's lifetime is expired or considered as 
old keys thereby making the set of information inaccessible or unrenderable to 
a user (col. 5, lines 13-22). To purge is to eliminate and to render to produce an 
image from the data file so unrenderable is to unable to produce the image 
from the data file. The information set disclosed in Boneh that is associated to 
the key is unable to be produced or accessed from the system once the key of 
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that particular file is deleted (col. 4, line 65 thru coL5, line 12). Thus, the set of 
information is inherently no longer available within the system once the key to 
that particular information set is deleted. 
As per claim 2: 

Boneh teaches the set of information is purged from the system without 
requiring that the encrypted form of the set of information be deleted from the 
oiie or more repositories (col.5, lines 1-32). 
As per claim 3: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col. 4, lines 50-55). 
As per claim 4: 

Boneh includes the keys comprises a sjonmetrically paired set of keys (col. 7, 
lines 45-62). 
As per claim 5: 

Boneh discloses receiving a request from an information sink to render the set 
of information to a user prior to deletion of one or more keys (col. 6, lines 26- 
50). The information sink is inherently a device that receives information from 
another device. Boneh teaches an information sink involving a network server 
such as the Internet server and a computer system for communicating 
information over a network (coL7, lines 28-62). 

Boneh further discusses accessing the encrypted set of information from 
one or more of the repositories, decrypting the encrypted set of information 
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using a key to derive the set of information (col. 7, lines 49-51) and enabling the 
information sink to render the set of information to the user (col. 7, lines 28- 
62). 

As per claim 6: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col. 4, lines 50-55) and the encrypted information set is 
decrypted only when it is necessary to render the set of information to the user 
(coL8, lines 18-28). 
As per claim 7: 

Boneh discloses receiving a request from an information sink to render the set 
of information to a user prior to deletion of one or more keys (col. 6, lines 26- 
50). The information sink is a device that receives information from another 
device. Boneh teaches an information sink involving a network server such as 
the Internet server and a computer system for communicating information over 
a network (col. 7, lines 28-62). Boneh further discusses accessing the 
encrypted set of information from one or more of the repositories, accessing one 
or more keys (col. 4, lines 50-55), and providing the encrypted information and 
key(s) to enable the information sink to decrypt the encrypted set of 
information using the key(s) to render the set of information to the user (coL7, 
lines 28-62). 



Application/ Control Number: 09/501,332 Page 7 

Art Unit: 2135 

As per claim 8: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col. 4, lines 50-55) and the encrypted information set is 
decrypted only when it is necessary to render the set of information to the user 
(coL8, lines 18-28). 
As per claim 9: 

Boneh discloses determining the method of purging based upon an information 
retention policy (col. 5, lines 25-31), whether the set of information should be 
purged from the system and should the information set determined to be 
purged wherein Boneh teaches purging the set of information by deleting the 
key(s) (col. 6, lines 13-15). Thus, making the set of information unrenderable 
(col.6, lines 13-15). 
As per claim 10: 

Boneh discusses the information retention policy is time-based such that the 
set of information is purged after a certain period of time (col. 5, lines 13-30). 
As per claim 11: 

Boneh discusses the retention policy is time-based such that the set of 
information is purged when one or more conditions are satisfied (col.6, lines 6- 
15). 

As per claim 12: 

Boneh, Et Al. teaches a method for managing information retention 
system (col.5, lines 63-67) wherein includes a central file server 102 having a 
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number of files of electronic information and encrypts the key file before the 
key file is transferred to the backup system (coL4, lines 17-21). 

Boneh discloses the server system receiving a set of information and 
associating one or more keys with the set of information wherein encrypting the 
set of information using one or more keys (col. 4, lines 53-55). Boneh discusses 
the set of information is encrypted and storing it in the information system in 
the form of a backup system (col. 4, lines 50-53) and the backup system 
provides persistent storage for only encrypted information wherein it is 
inherent the backup system only stores the encrypted information since the 
information needed to be encrypted before transferring the file to the backup 
system (col. 4, lines 38-42). Hence, the unencrypted set of information is not 
persistently stored in the backup system. 

In addition, Boneh discloses purging the set of information from the 
system by deleting the key once the key's lifetime is expired or considered as 
old keys (col. 5, lines 13-22), thereby making the set of information inaccessible 
or unrenderable to a user (col. 4, line 65 thru col.5, line 12). To purge is to 
eliminate and to render to produce an image from the data file so unrenderable 
is to unable to produce the image from the data file. The information set 
disclosed in Boneh that is associated to the key is unable to be produced or 
accessed from the system once the key of that particular file is deleted. Thus, 
the set of information is inherently no longer available within the system once 
the key to that particular information set is deleted. 



Application/ Control Number: 09/501,332 Page 9 

Art Unit: 2135 

As per claim 13: 

Boneh teaches the set of information is purged from the system without 
requiring that the encrypted form of the set of information be deleted from the 
one or more repositories (col. 5, lines 1-32). 
As per claim 14: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col.4, lines 50-55). 
As per claim 15: 

Boneh includes the keys comprises a symmetrically paired set of keys (col. 7, 

lines 45-62), 

As per claim 16: 

Boneh discloses the mechanism of receiving a request from an information sink 
to render the set of information to a user prior to deletion of one or more keys 
(col. 5, lines 26-50). The information sink is a device that receives information 
from another device, Boneh teaches an information sink involving a netv^ork 
server such as the Internet server and a computer system for communicating 
information over a network (col. 7, lines 28-62). Boneh further discusses the 
mechanisms for accessing the encrypted set of information from one or more of 
the repositories, decrypting the encrypted set of information using a key to 
derive the set of information (col.7, lines 49-51), and enabling the information 
sink to render the set of information to the user (col.7, lines 28-62). 
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As per claim 17: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col. 4, lines 50-55) and the encrypted information set is 
decrypted only when it is necessary to render the set of information to the user 
(col.8, lines 18-28). 
As per claim 18: 

Boneh discloses the mechanism for receiving a request from an information 
sink to render the set of information to a user prior to deletion of one or more 
keys (coL6, lines 25-50). The information sink is inherently a device that 
receives information from another device. Boneh teaches an information sink 
involving a network server such as the Internet server and a computer system 
for communicating information over a network (coL7, lines 28-62). Boneh 
further discusses the mechanisms of accessing the encrypted set of 
information from one or more of the repositories, accessing one or more keys 
(col. 4, lines 50-55), and providing the encrypted information and key(s) to 
enable the information sink to decrypt the encrypted set of information using 
the key(s) to render the set of information to the user (col. 7, lines 28-62). 
As per claim 19: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col. 4, lines 50-55) and the encrypted information set is 
decrypted only when it is necessary to render the set of information to the user 
(col.8, lines 18-28). 
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As per claim 20: 

Boneh discloses the mechanism for determining to purge based upon an 
information retention policy (coL5, lines 25-31), whether the set of information 
should be purged from the system and should the information set determined 
to be purged wherein Boneh teaches the mechanism for purging the set of 
information is by deleting the key(s) (col. 6, lines 13-15). Thus, making the set 
of information unrenderable (col. 6, lines 13-15). 
As per claim 21: 

Boneh discusses the information retention policy is time-based such that the 
set of information is purged after a certain period of time (col. 5, lines 13-30). 
As per claim 22: 

Boneh discusses the retention policy is time-based such that the set of 
information is purged when one or more conditions are satisfied (col. 6, lines 6- 
15). 

As per claim 23: 

Boneh, Et Al. teaches a method for managing information retention 
system (col. 5, lines 63-67) wherein includes a central file server 102 having a 
number of files of electronic information and encrypts the key file before the 
key file is transferred to the backup system (col. 4, lines 17-21). 

Boneh discloses the server system receiving a set of information and 
associating one or more keys with the set of information wherein encrypting the 
set of information using one or more keys (col.4, lines 53-55). Boneh discusses 
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the set of information is encrypted and storing it in the information system in 
the form of a backup system (col.4, lines 50-53) and the backup system 
provides persistent storage for only encrypted information wherein it is 
inherent the backup system only stores the encrypted information since the 
information needed to be encrypted before transferring the file to the backup 
system (col.4, lines 38-42). Hence, the unencrypted set of information is not 
persistently stored in the backup system. 

In addition, Boneh discloses purging the set of information from the 
system by deleting the key once the key's lifetime is expired or considered as 
old keys thereby making the set of information inaccessible or unrenderable to 
a user (col. 5, lines 13-22). To purge is to eliminate and to render to produce an 
image from the data file so unrenderable is to unable to produce the image 
from the data file. The information set disclosed in Boneh that is associated to 
the key is unable to be produced or accessed from the system once the key of 
that particular file is deleted (col. 4, line 65 thru col.5, line 12). Thus, the set of 
information is inherently no longer available within the system once the key to 
that particular information set is deleted. 
As per claim 24: 

Boneh teaches the set of information is purged from the system without 
requiring that the encrypted form of the set of information be deleted from the 
one or more repositories (col.5, lines 1-32). 
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As per claim 25: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col.4, lines 50-55). 
As per claim 26: 

Boneh includes the keys comprises a symmetrically paired set of keys (col. 7, 

lines 45-62). 

As per claim 27: 

Boneh discloses having instructions (col. 5, lines 13-27) for causing the 
processor(s) to receive a request from an information sink to render the set of 
information to a user prior to deletion of one or more keys (col. 6, lines 26-50). 
The information sink is a device that receives information from another device. 
Boneh teaches an information sink involving a network server such as the 
Internet server and a computer system for communicating information over a 
network (col, 7, lines 28-62). Boneh further includes instructions for causing 
the processor(s) to access the encrypted set of information from one or more of 
the repositories, decrypting the encrypted set of information using a key to 
derive the set of information (col. 7, lines 49-51), and enabling the information 
sink to render the set of information to the user (col. 7, lines 28-62), 
As per claim 28: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col.4, lines 50-55) and the encrypted information set is 
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decrypted only when it is necessary to render the set of information to the user 
(col.8, lines 18-28). 
As per claim 29: 

Boneh discloses having instructions for causing the processor(s) to receive a 
request from an information sink to render the set of information to a user 
prior to deletion of one or more keys (col. 6, lines 26-50). The information sink 
is a device that receives information from another device. Boneh teaches an 
information sink involving a network server such as the Internet server and a 
computer system for communicating information over a network (col. 7, lines 
28-62). Boneh further includes instructions for accessing the encrypted set of 
information from one or more of the repositories, accessing one or more keys 
(coL4, lines 50-55), and providing the encrypted information and key(s) to 
enable the information sink to decrypt the encrypted set of information using 
the key(s) to render the set of information to the user (col. 7, lines 28-62). 
As per claim 30: 

Boneh discloses the set of information is stored in the one or more repositories 
only in encrypted form (col. 4, lines 50-55) and the encrypted information set is 
decrypted by the information sink only when it is necessary to render the set of 
information to the user (col.8, lines 18-28). See also col. 7, lines 45-62. 
As per claim 31: 

Boneh discloses determining the method of purging based upon an information 
retention policy (col.5, lines 25-31), whether the set of information should be 
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purged from the system and should the information set determined to be 
purged wherein Boneh teaches purging the set of information by deleting the 
key(s) (col. 6, lines 13-15). Thus, making the set of information unrenderable 
(col. 6, lines 13-15). 
As per claim 32: 

Boneh discusses the information retention policy is time-based such that the 
set of information is purged after a certain period of time (col. 5, lines 13-30). 
As per claim 33: 

Boneh discusses the retention policy is time-based such that the set of 
information is purged when one or more conditions are satisfied (col. 6, lines 6- 
15). 

Reexamination Remarks 

The Examiner maintains the rejection with the prior art of Boneh 
wherein Boneh teaches the claim language of the amended claims 1, 12, and 
23. Boneh teaches the system associating the keys with the set of information 
and encrypting it before storing the encrypted information and not the 
unencrypted form to the backup system (col.4, lines 38 thru col. 5, line 5). 
Applicant's "information system" is the backup system of Boneh where it is 
inherent the backup system only stores the encrypted information since the 
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information needed to be encrypted by the encryption device prior to storing 
the file within the backup system (col.4, lines 17-44). Hence, Boneh does not 
leave any "local persistent file" unencrypted within the backup system. In 
addition, Boneh teaches that once the key file is lost or deleted, the set of 
information is inaccessible (col. 5, lines 1-5). 

Applicant claims that the information is being purged by deleting the 
keys. To purge is to eliminate and to render to produce an image from the data 
file so unrenderable is to unable to produce the image from the data file. Thus, 
the data associated to the key is unable to be produced or accessed from the 
system once the key of that particular file is deleted. Further, claims 1, 12, 
and 23 discloses new matter of having the set of information not being 
available within the system. Specification, on page 10, discusses purging the 
set of information wherein making the information unrenderable to the user. 
Specification states that "it is not necessary to delete an information set from a 
system in order to purge it" (lines 11-13) and also states "that it is effectively 
purged from the system even if it remains physically within the system" (lines 
15-16). Hence, the "information is not available within the system" seems to 
convey (of the specification) the information sets are still within the system but 
just unrenderable to the user. 
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Conclusion 



Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to LEYNNA T. HA whose telephone 
number is (703) 305-3853. The examiner can normally be reached on Monday 
- Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on (703) 305-4393. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). 
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